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 Rise of Android malware.
 What are the ways that adversaries 

create malware?
● From scratch?
● Repackaging other apps?

 Several work on detecting 
repackaged apps.

● Expensive computations 

Motivation Focus on .dex file layout

Proposed solution
 Mobile app repackaging is often an 

indicator for suspicious app.
 Triage to do more work on the 

suspicios apps.
 Instead of performing static or 

dynamic analysis, we focus on the 
layout of the .dex file.

 String Offset Order is an easy 
extractable attribute that is a signal 
for repackaging.

 We performed extensive evaluation 
of String Offset Order metric to 
assess its capabilities over 90,000 
samples.

 AndroidSOO, a lightweight approach 
for the detection of repackaging 
(reverse engineering) symptoms on 
Android apps.

 Large scale evaluation

Validation Dataset

String Offset Order (SOO)

Large scale evaluation

45 Adobe Air
57 repackaged
 - 30 adware by VirusTotal

Conclusions
 Even in the presence of obfuscation, 

we can detect repackaged apps.
 AndroidSOO does not need training.
 Its scalable.
 Its a complementary approach in more 

comprehensive analysis for existing 
apps.

Discussion
 AndroidSOO effectively detect 

apktool and dalvik-obfuscator.
 It missed manual repackaged 

which we consider proof-of-
concept.

 AndroidSOO detect Adobe Air as 
repackaged symptoms. For sure 
the app was not created by Android 
Development Toolkit / Android 
Studio

Code

http://github.com/hugo-glez/androsoo
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